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Introduction

Introduction
What is the outlook for Cyber Security Trends for the Medical sector – both Globally and 

Locally?

I work at Orange Cyberdefense South Africa, and we have been part of the South African and 

Global Cybersecurity community for the past 26 years, and never in the history of the internet has 

there been as much rapid change as now, the Connected World is changing, we have Cloud, 

internet connections any place on earth, more computer power in your pocket than you had In 

your laptop 15 years ago.

Today, I will be talking about this change, and what does it mean for the Medical industry, 

and I will try to give you some advice on how you can harness this change and be more 

secure.



CYBERCRIME IS BUSINESS

CYBERCRIME IS BUSINESS



Recent Cyber attacks in South Africa

Recent Cyber attacks in South Africa

Ransomware Attack on NHLS in 2024.

In mid June 2024, the Blacksuit Ransomware operator successfully Ransomwared the 

NHLS – leading to extended downtime, system outages and effectively stopping critical 

medical services to be rendered.

Access – Social Engineering –> phishing emails

Root cause –> Outdated systems and controls, weak credentials

Additional contributing factors –> not having adequate plans in place for Cyber Security 

Incidents.

Impact: Severe and the damage was Critical
Impact – Severe/Critical

Currently unquantifiable in Rands and Cents, but 1000’s of hours lost, patients not 

receiving the right care timeously due to the service being offline, alternative services 

overwhelmed.
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What is the Risks?

What is the Risks?
All Cyber incidents has a cost involved – some significant as shown in the initial examples.

Operational – Besides the financial cost, there is also the impact to day-to-day operations – bookings, files, billing etc, think of all the 

critical business operations tied to IT and IT Systems?.

Legal Risks – There is legal implications – POPIA, the Information regulator, Possible damages claims from victims, the new Cyber 

Crimes Act

Ethical Risks – Ethical considerations and risks as per the HSPCA guidelines include:

Booklet 5 (Confidentiality: Protecting and Providing Information): This guideline details the practitioner's responsibility to protect 

patient information from unauthorized disclosure.

Booklet 9 (Guidelines on the Keeping of Patient Records): This outlines requirements for creating, maintaining, storing, and disposing 

of patient records, emphasizing security and confidentiality

Ethical Rule 27A: States that a practitioner shall at all times act in the best interests of their patients, which includes respecting patient 

confidentiality, privacy, choices, and dignity.
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POPIA regulation update

In March 2026 – the Information Regulator 

of South Africa

Published and enacted- these updates and 

amendments to the POPI-Act is to clarify and 

assist organizations in interpreting section32(6) 

of the Act and provides a Framework for 

Enforcement by the Regulator.

Link: 

https://www.gov.za/sites/default/files/gcis_document/202603/54268gon7198.pdf



Updated Regulations – Medical Records

Updated Regulations – Medical Records

While the Appropriate and reasonable 

technical measures are not explicitly 

defined,  the regulator has been building 

enforcement capacity the last 5 years.
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The ISAC Global Health Sector Threat 

Landscape Report -

Comprehensive Study from over 250 members of 

HEALTH -ISAC (Information Sharing and Analysis 

Centers) – which covers Hospitals, Medical 

Service Providers, Insurance Providers, and 

medical device manufacturers.

Link: https://health-isac.org/annual-threat-report-health-sector-2026/
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How does AI  Feature into all of this?
AI is here to Stay, and has changed the World forever, brining innovation and progress, but 

also Risks.

AI is not just a future risk, and it is not just a productivity tool. It is already changing how 

adversaries operate and what the enterprise must protect. Both Sides, Attackers and Defenders 

are Using AI, but what does this mean Practically?

New Vulnerabilities are discovered at a rate never seen before – especially in legacy systems –

think about that for all your environments, Systems and IOCD ( Internet of Connected Devices).

We are developing more code everyday, than any day before, but it does not mean that code is 

secure – we are seeing vulnerabilities we have not seen in years.
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So what Should we do?
Cyber risks affects all in the Medical Industry – and fitting with the Theme for the conference:

SYNERGY IN ACTION:

All Teams, role players and participants will have to work together to address the Cyber Risk,and implement effective Controls.

That means, SHIFTING security left – Making it part of from the Beginning and building in Cyber Security Standards and 

baselines from the design and planning phase.

Building in Compliance with Procurement – Finance and Operations teams.

Using AI as an enabler to increase security effectiveness.



Thank you / Q&A
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